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The paper summarizes the data confidentiality measures of tuna RFMOs, with a
focus on the rules regarding detailed fishing operations, especially the use of Fish
Aggregating Devices (FADs). This summary does not include information on the
steps taken with respect to physical or computer security. The full texts of each
RFMO’s measure are appended.

SUMMARY

Every tuna RFMO has a data confidentiality policy that identifies the level of privacy afforded to
the various kinds of data supplied to the organization. The two broad categories of data are
“public domain” and “non-public domain,” with the latter including all vessel-specific
operational information (e.g., catch reporting, fine-resolution vessel positions). Those data are
treated confidentially, with access often restricted only to those RFMO staff that require the
information to fulfill their duties. Any other access requires the permission of the data
provider (e.g., the member state) and compliance with data safeguarding measures.

Data on fishing operations, when aggregated to prevent the identification of any individual
vessel’s activity, are generally considered in the public domain. For the WCPFC and ICCAT, a
minimum of three vessels’ data must be grouped. In the I0TC, data are presented as
aggregations across area, gear type and flag. Similarly, the IATTC pubic data are gross
aggregates using the same categories.

Regarding FAD fishing operations, two tRFMOs (ICCAT and I0TC) specifically mention that
FAD data should be made available to the scientific staff and/or the science committee. The
IOTC does explicitly note that those data are to be treated under its data confidentiality policy.
Although not explicitly mentioned alongside the FAD text, ICCAT also appears to treat its FAD-
related data in a similar manner.

Every tRFMO'’s data confidentiality policy makes a commitment to maintaining the privacy of
individual vessels’ fishing operations. Only with the data provider’s permission can such
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information be released to requesting parties,! and even then there are controls on the
management and use of that data.

IATTC

The IATTC’s resolution on data confidentiality dates from 1951 and reads, in its entirety:

“A resolution was adopted requiring that catch statistics of individual
boats, records of individual company operations, and all other records
obtained by the staff of the Commission regarding individual persons,
companies or enterprises shall be kept completely confidential and shall
be available only to those members of the staff requiring access to them in
the course of the scientific investigations.” (Appendix A)

Though this resolution does allow access by the IATTC scientific staff, it does not specify
procedures for data access, aggregation (except to specify that no individual person or
company can be identified), disclosure or protection. Access by non-IATTC staff (e.g.,
university researchers, NGOs) is not permitted. In 2012, the European Union presented a
proposal to revise this measure to align it more closely with those of WCPFC and ICCAT,
however the proposal was not adopted.

The IATTC Secretariat does publically release aggregated data on catch (by species, gear and
flag), and size of tuna and billfish.2

ICCAT

ICCAT’s current data confidentiality policy is set out in Annex 6 of its 2010-2011 Biennial
Report.3 Its policy (Appendix B), along with that of the WCPFC,# is the most detailed of the
RFMOs.

The general principles are as follows:

1. All data held by ICCAT are managed under these rules,

2. Data can be released if its source (e.g., a CPC) so authorizes,

3. ICCAT staff, subsidiary bodies and related service providers have access to all data
necessary to perform their duties, provided they have sign a Confidentiality Agreement,
and

4. CPCs have access to data:

a. From vessels flying their flag in the Convention Area,
b. From vessels fishing in waters under their jurisdiction,

1 Excepting the IATTC, where there is no mechanism for the release of any data beyond IATTC staff.

2 http://www.iattc.org/Catchbygear/IATTC-Catch-by-species1.htm

3 ICCAT Report 2010-2011, Annex 6: Rules and Procedures for the Protection, Access to, and Dissemination of
Data Compiled by ICCAT (p. 238 - 246)

4 The ICCAT policy is a modified version of the WCPFC policy, which was adopted in 2007.



c. From vessels applying to fish or transship in their waters, or unload in their
ports, and

d. For the purposes of compliance and enforcement activities on the high seas, and
for scientific and other research.>

Data are classified into two categories, public domain and non-public domain, using a risk
classification methodology that reflects the potential damage that could result from the
unauthorized disclosure of such data. Data in the public domain cannot contain information
about the individual activities of any vessel, company or person, or any other private
information, nor can any data be designated in the public domain that (directly or indirectly)
allows the identification of any individual vessel’s activities.

Data in the public domain, which can be made available on the Commission’s website or by
request to the Secretariat, include:®

A. Annual catch estimates stratified by gear, flag and species,

B. The number of vessels active in the Convention Area by year,

C. Catch and effort data aggregated by gear type, flag, month and by 1° longitude by 1°

latitude” - and made up by observations of no fewer than 3 vessels,
D. The ICCAT Record of Fishing Vessels, and
E. Any vessel record established for the purpose of the Commission’s VMS.

The remaining categories of information are considered non-public domain data, and
include:

Operational-level catch and effort data (detailed set-by-set information),

Records of vessel unloading,

Fine-resolution vessel movements (including near-real time Commission VMS data),
Boarding and inspection reports,

Raw data from any Catch or Trade Documentation Scheme, and

Data that reveal the individual activities of any vessel, company or person.

mTmoowe

The Commission has strict rules regarding the management and dissemination of these data,
and is charged with keeping a record of all who are granted access to such data. In addition to
use of this data as necessary by ICCAT staff and national scientists associated with the SCRS
(see general principle 3, above), the policy allows CPCs access to the data described in general
principle 4.

Non-public domain data can also be released to “any persons” if the CPC that originally
provided the data authorizes the Commission to release them. The CPC can have an ongoing
authorization for release, though it can be withdrawn at any time. These persons must submit
a data request form to the Commission (which must then be approved by the CPC/data
provider), sign a Confidentiality Agreement, secure the data in a manner consistent with that of
the ICCAT Secretariat, and follow any other Commission directives (e.g., deletion of the data at

5 Non-public data for compliance and enforcement and scientific research are “subject to separate rules and
procedures for the access and dissemination of such data, that the Commission will adopt for these purposes.”

6 Other types of data not directly related to fishing activity have been omitted from this list, but include tagging,
oceanographic and biological data.

7 1° longitude by 1° latitude for surface fisheries. For longline fisheries, the grouping is 5° longitude by 5° latitude.



the conclusion of the project).

FAD-Specific Data. Recommendation 11-01 (A Multi-Annual Conservation and Management
Program for Bigeye and Yellowfin Tunas) mandates recording in logbooks the deployment and
retrieval of FADs, as well as the position, date, identification of the aggregating device and
results of the set. CPCs are to ensure that this information is “made available to the SCRS.”

I0TC

In 2012 the IOTC updated its data confidentiality policy, replacing Resolution 98/02 with
12/02 (Appendix C). This revision accommodates recent developments with the mandatory
statistical requirement and regional observer scheme resolutions. This policy applies to catch-
and-effort, length-frequency and observer data.

Public Domain. Catch-and-effort and observer data grouped by 1° longitude by 1° latitude® by
month stratified by fishing nation are considered to be in the public domain, provided that no
individual vessel’s catch can be identified within a time/area stratum. In cases when an
individual vessel could be identified, the data are aggregated by time, area or flag to preclude
such identification, and then considered to be in the public domain. Detailed tagging data are
also in the public domain, excepting the names of vessels or crew who recovered the tags.

Controlled/Non-Public Domain. At a finer stratification, catch and effort data are only
released with 1) the written authorization from the data’s source (e.g., the member state), and
2) the specific permission of the Secretary. To request data, applicants (e.g., a Working Party)
must provide a description of the research project, including the objectives, methodology and
intentions for publication. Prior to publication, the manuscript must be cleared by the
Secretariat (the final report must be shared with the data source(s) as well). The data are
released only for use in the specified research project and the data must be destroyed upon
completion of the project. However, with authorization from the sources of the data, catch-
and-effort and length-frequency data may be released for long-term usage for research
purposes, and in such cases the data need not be destroyed. The identities of individual vessels
are hidden in fine-level data unless the individual requesting this information can justify its
necessity.

Logbook-level and other detailed observer data are restricted to the IOTC staff who require the
data to carry out their duties. They are required to sign confidentiality agreements that detail
the data restrictions and rules for their safeguarding and disclosure. These same rules of
confidentiality apply to all members of Working Parties and the Scientific Committee in their
handling of [OTC data.

FAD-Specific Data. Also in 2012 the IOTC adopted Resolution 12/08, Procedures on a Fish
Aggregating Devices Management Plan. This resolution requires CPCs with vessels that fish on
FADs to submit a national management plan by the close of 2013, for review by the Compliance

8 1° longitude by 1° latitude for surface fisheries. For longline fisheries, the grouping is 5° longitude by 5° latitude.



Committee in 2014. The information to be supplied in the Plan includes the quantity and
beacon numbers of FADs, and catch amounts on FAD sets.

The information provided in these Plans will be handled in a manner consistent with the
confidentiality rules set by Resolution 12/02, including the provision to the Science Committee
of any FAD-related catch and effort data at the aggregation level set by Resolution 10/02.
Resolution 10/02 (Mandatory Statistical Requirements for IOTC Members and Cooperating
Non-Contracting Parties) requires reporting of “the total number and type of FADs set by the
supply vessel and purse seine fleet per quarter... These data would be for the exclusive use of
IOTC scientists, subject to the approval of the data owners and Resolution 98/02 [now Res
12/02] Data confidentiality policy and procedures...”

WCPFC

The WCPFC policy on data confidentiality® (Appendix D) is very similar to ICCAT’s (which
based its policy largely on WCPFC's), including the explicit direction that public domain catch
data must be an aggregation of at least 3 vessels to prevent the identification of any single
vessel’s activities. Rules regarding data access and dissemination to staff, scientific experts
engaged by the Commission, CCMs, and other entities (i.e., universities, NGOs, media and
industry) are also the same, including near-identical data request and confidentiality
agreement forms.

9 WCPFC Rules and Procedures for the Protection, Access to, and Dissemination of Data Compiled by the
Commission. Refined and Adopted at the 4th Regular Session of the Commission (December 2007, Guam).



COMPARISON OF POLICIES (as published)

[ATTC ICCAT [I0OTC WCPFC
Public domain Gross (.bgt A minimum of 3 1°x 1°,. by m.or_lth, by A minimum of 3
data unspecified)  vessels for any flag. If insufficient to vessels for any
SusmumTmwomn | aggregation reporting. mask individual reporting.
aggregation for by flag * | activi

; e y flag, vessel activity, then

detalle.d fishing species and larger aggregation
operations gear type. permitted.
Data access by Yes. Yes, with Yes, with Yes, with
RFMO staff or Confidentiality Confidentiality Confidentiality
Science Agreement. Agreement. Agreement.
Provider?

N/A N/A, however Rec Yes, in aggregated N/A
Data access by 11-01 requires FAD  form in accordance
RFMO science logbook information with existing
committee? to be shared with confidentiality

the SCRS. policy.

No. Yes, with approval Yes, with approval Yes, with

Data access by by data p.rovid.er_ by data provider apprpval by data
id ties? and Confidentiality = and agreement to prov_lder z?ncli
DU gE s Agreement. follow IOTC data Confidentiality
rules. Agreement.

N/A = Not addressed in the policy.
* No individual company can be identified by IATTC. Therefore, data from countries that have only one or two
companies operating in them are aggregated into an "Other" flag.

APPLICABILITY TO FAD E-LOGBOOK SUBMISSION

It appears that FAD logbook data would be treated like any other detailed (i.e., set-by-set, or
vessel-specific catch and effort) data, since any information at the vessel level allows for
identification of a single entity's activities and therefore cannot be public. It could be made
public if the member state (or another data provider19) chooses to allow it (excepting the
IATTC, where there is no procedure for such an authorization, though this does not preclude
the data provider from releasing the information directly).

In addition, one could assume that specific vessel-level data on FAD deployment or visits (even
if no catch was made at that time) are still considered "fine resolution” vessel
movement/activity, so at least for ICCAT and WCPFC its confidentiality would be explicitly
covered under current rules. For IOTC and IATTC it is not explicitly stated, though it would be
logical to assume that FAD data and catch and effort activity would be treated similarly.

10 Other data providers include private entities such as tuna canneries and vessel-owning companies.



APPENDICES

APPENDIX A: IATTC C-51-01 Resolution on Confidentiality

INTER-AMERICAN TROPICAL TUNA COMMISSION

2"° MEETING

SAN JOSE, COSTA RICA
1 FEBRUARY 1951

RESOLUTION ON CONFIDENTIALITY

“A resolution was adopted requiring that catch statistics of individual boats, records of individual compa-
ny operations, and all other records obtained by the staff of the Commission regarding individual persons,
companies or enterprises shall be kept completely confidential and shall be available only to those mem-
bers of the staff requiring access to them in the course of the scientific investigations.”

Inter-American Tropical Tuna Commission, Annual Report for the years 1950 and 1951, La Jolla, California, 1952, p.6.




APPENDIX B: ICCAT Data Confidentiality Rules and Procedures
ICCAT REPORT 2010-2Z2011 {1}

ANNEX 6

RULES AND PROCEDURES FOR THE PROTECTION, ACCESS T,
AND DISSEMINATION OF DATA COMPILED BY ICCAT

1. Basic principles relating to the dissemination of data by the ICCAT

1.

Drata and information held by the ICCAT Commission or Secretariat, and by service providers or contractors
acting on their behalf, shall only be released in accordance with these Fules and Procedures; which reflect
the palicies of confidendality and security determined by the Commission.

Diata may be disseminated if the CPC (Contracting Party or Cooperating non-Contracting Party, Entity or
Fishing Entity} providing the data to the ICCAT authorizes its release.

Persons duly authorized by the Exccutive Secrctary within the ICCAT Sccretariat and service providers,
who have read and signed the Commission’s confidentiality protocol, shall have access to the data neces=sary
o perform their IOCAT duties.

Officers of the Commission and its subsidiary bodics shall have access to the data necessary to perform their
ICCAT duties.

CPCs shall have access o data to serve the purposes of the Convention, including data:

a} covering vesscels flying their flag in the IOCAT Convention anca.

bl covering any vesscls fishing in waters under their jurisdiction.

¢} covering vessels applyving to fish in their national waters, unloading in their ports or rarsshipping fish
within waters under their jurisdiction.

d) for the purposs of compliance and enforcement activitics on the high =seas, consistemt with the
Convention and the conscrvation and management measurcs and other relevant decisions adopted by
the Cormmission, subject o the rules and procedures for access and dissemination of such data that the
Commizsion will adopt under paragraph 23.

e} for the purpose of scientific and other research, if the CPC that ariginally provided that data authorizes
the Commission o release them. In cases where a CPC elects o provide an ongoing authorization for
the release of such data, the CPC may at any time cancel this authorization by notifying the Scoretariat
that it has revised its earlicr decision.

To the greatest exicnt practical, the ICCAT Commission, Secretariai and their service providers, should
disscminate data in a dmely manner.

2. Risk classification and definition of confidentiality

-
i

Diata covered by these Rules and Procedurss will be classified in accordance with the risk classification
methedology included in Table 1, which reflects irfer aiia the damage that would be done to the operations
ar credimahilicy of the Commission as a consequence of the unauthorized disclosure or modification of such
informasion.

Diata covered by these Rules and Procedures were determined to be either public domain or nmon-public
domain data in accordance with the definition of confidentiality cstablished in Table 1.

3. Dissemination of public domain data

@

23R

Diara in the public domain shall mot reveal the individual activities of any vessel, compamy of person and
zhall not contain private information. Catch and effort data in the public domain shall be aggregated by flag,
mear, month and 1%x1° grid (for surface fisherics) or 5°x5° grid (for longline fisherics).

Amnral catch estimates and aggregated caich and effon data that can be used to identify the activities of any
vesscl, company or person arc not in the public domain.



11.

12.

13.

RULES & FROCEDURES: DATA COMPILED BY 1CCAT

Except for dama as described in Parapraphs 9 and 10, the oyvpes of data listed in Appendix 1 to ANNEX &
have been designated o be public domain data.

Public Domain data shall be available to any persons for (a} downloading from the Commission’s website
and/or (b) release by the Commission on reguess.

The website should contain a swmtement describing the conditions associated with the wviewing or
downloading of public domain data (for example, that the source of the data must be acknowledged), and
should reguire the person requesiing the data to “Accept” these condittons before viewing or dowmnloading
can begin.

4. Dizzemination of non-public domain data

.4

14.

15.

4.2

16.

17.

4.3

1E.

LrE )

19,

20,

efinition of ron-prbiic domain dara

Subject to the decisions of the Commission, all types of data not described in paragraph 11 shall be referred
e as non-puilic domain data.

A list of examples of non-public domain data can be found in Appendix 2 to ANNEX 6.
Greneral rrles for dissemination of, and access o, ron-public domain date

Agcess to and dissemination of non-public domain data shall be authorized in accordance with these Rules
and Procedures and the policies of confidentiality and security established in the Commission’s Information
Security Policy (15P).

The ICCAT Seccretariat shall log and report o the Commission all access and dissemination of non-puablic
domain data, including the name and affiliation of the person, the rype of data accessed or disseminated, the
purpose for which the data were reguested, the date when the data were requested, the date when the data
were released and authorizations that may have been reguired.

Access e ron-public domain data by the Staff of the Secreiarmal, the ICCAT service providers, and
Cfficers of the Commiszion and its subsidiary bodies

Persons duly authorized by the Exccutive Secretary, within the ICCAT Secretariat and service providers,
including scicntific experis within the 5CRS, shall have access o the daia necessary to perform their ICCAT
duties. Officers of the Commission and its subsidiary bodies shall have access o the data necessary to
perform their ICCAT duties. All such persons shall sign a Confidentialicy Agreement with the Exccutive
Secretary and maintain the data security standards of the Commission in respect of dam to which they have
aceess. The Exccutive Secretary shall maintain a register of all such persons (including the purpose for
which they reguire access to the data) and make the register available to a CPC on writien request.

Access to non-public domain data by CPCs

CPCs shall have access to non-public domain data to serve the purposes of the Corvention, including data:

a} Cowvering vessels flving their flag in the ICCAT Convention arca

b1 Cowvernng any wessels fishing in waters under their junsdiction

c} Cowvering vessels applyving to fish in their national waters, unloading in their ports or transshipping fish
within waters under their jurisdiction

d) For the purpose of scientific and other research, if the CPC that orginally provided that data auwthorizes
the Commission o release them. In cases where a CPC elects to provide an ongoing authorization for
the release of such data, the CPC may at any time cancel this authorization by notifying the Sccretariat
that it has revised its carlier decision.

CPC= shall notify the Secretariat of a small number of representatives (preferably only 2) awhorized o
receive non-public domain data. Such notification will include name, affiliation, and contact information
{c.g. welephone, facsimile, email address) The IOCAT Secretariat will mainiain a list of such authorized
representatives. CPCs and the Secretariat shall ensure the list of CPC represenmatives is kept up to date and
made available.

239



ICCAT REPORT 30102011 {1}

2l.

a4,

2T,

2R,

4.5

29,

.6

30

The authorized represenmative(s) of the CPCs are responsible for ensuring the confidentialiny and security of
the non-public domain data according to its risk classification and in a manner consistent with security
standarnds established by the Commission for the IOCAT Sccretariat

. The non-public domain data described in paragraph 1% will be made available by the Secrctariat to

authorized representatives of the CPCs for release by the Commission on request and, where appropriate,
doamleading from the Commission's website in accordance with the Commission™s ISP

. For the purpose of compliance and enforcement activities on the high scas, non-public domain data will be

made available subject to separate rules and procedures for the acceess and dissemination of such data, that
the Commission will adopt for these purposes.

WS data will be made awvailable for scientific purposcs, subject to the scparate mules and procedures
referred to in paragraph 23 abowe.

. Aecess o non-public domain data by CPCs shall be administered by the Executive Secretary on the basis of

these Rules and Procedures and the framework at Appendix 3 to ANNEX 6.

. The Executive Secretary will implement the Framework and awthorize access 1o and dissemination of non-

public domain data.

LUnless otherwise decided by the Member or CPC responsible for its external affairs, pamicipating Territories
shall hawve the same access rights o dara as CPCs.

A CPC that has not fulfilled its obligations to provide data to the Commission for two consecutive years
shall not ke granted access to MNon-Public Domain data uwntil all such matiers are rectified. A CPC whose
representative, authorized in accordance with paragraphs 20 and 21 abowe, failed to obscrve the riles
stipulated in these Rules and Procedures shall not be granmted access to Mon-Public Domain dama until the
appropriate actions have been taken.

Excharge aof data with ether regicnal fisheries management organizefiions

If the Commission enters inte agreemenis for the cxchange of data with ather regional fisherics management
organizations {RFMOs) or other organizations, such agreements must include requirements that the other
RFMO provides equivalent data on a reciprocal basis and maintains the data provided to them in a manner
consistent with the security standards established by the Commission. The data that may be exchanged is
specificd in Appendix 4 to ANMEX 6. At cach anmual sessicn the Exccutive Secretary will provide copies
of data cxchanpge agrecments that exist with other RFMOs and a summary of the data exchanges that
eccurmed during the previouws 12 months under such agrecments.

Disseminations of non-public domein data in other circumsiances

MNon-Public Domain data will e made available by the Secretariat to any persons I the CPC that originally
provided that data authorizes the Commmission to release them. In cases where a CPC elects w provide an
ongring authorization for the release of such data, the CPC may at any time cancel this suthonzation by
notifying the Secretariat that it has revised its carlier decision. Unless otherwise requested by the provider of
the data:

Including universitics, rescarchers, MGx0s, media, consultants, industry, federations, etc.

240

a} Persons that reguest non-public domain data shall complete and =sign the Data Reguest Form and sign
the Confidentiality Agreement and provide them to the Comnission in advance of obtaining access to
=ald data.

bl The Daia Regquest Form and Confidentialicy Agreement shall then be forwarded to the CPC that
orginally provided the requested data and the provider shall be requested to authorize the Commission
to release the data.

¢} Such persons shall also apree o maintain the data reguesied In a manner consistent with the security
standards established by the Commission for the IOCAT Scorctariat.

10



RULES & FROCEDURES: DATA COMFPILED BY ICCAT

31. CPCs that have provided non-public domain data to the Commission shall nogify the Secretariat regarding
their representatives with the authority to awthorize the release of non-public domain data by the
Commission. Diecisions whether to authorize the release of such data shall be made in a timely manner.

4.7 Force majeure

32. The Exccutive Secretary may awhorize the release of MNon-Public Domain data o rescue agencics in cascs
of force majeure in which the safety of life at sea 15 at risk

5. Pericdic Review

33. The Commission or it subsidiary bodics will periodically review thess Rules and Procedurss, and
subsidiary documents, and the miles and procedures referred o in paragraphs 23 and 24 abowve, and amend
these if necessary.

6. Final Clanse

34. These Rules and Procedures do not prevent a CPC from awthorizing the release of any data it has provided
1o the ICCAT.

Table 1. Types of information and confidentiality classification. Certain fypes of information such as Task 1
and Task 11 already have mandatory reporting and are publically available through the ICCAT web site and the
ICCAT Srarisrical Bullerin.

Tnformation Type

Risk Classificanon

iperational level catch and effort data (e.g. set-by-set CPUE)

Annual caich cstimates siratified by gearflag and species for the IOCAT
statistical areas (Task [}

High
mandatory reporiing
already in place

Apgarepated caich and effort data stratified by pean'year’'momnth, 535 (LL) or Ixl | mandatory reporiing
{surface), and flag { Task 11 cawchie fiort) already in place
Records of wessel unloading and loghooks Medium
Transshipment consignments by species Medium
Biological data (if adequate tine has passed o allow the scientists that organized | mandatory reporting

the for collecticn of such dama w publish a paper analyzing it}
Conventional tagping data
Dietailed clecironic tagging data

ICCAT Record of Fishing Yessels {(vessels authorized to fish; vessels authorized
1 transport; support vessels; carrier vessels)

already in place

Mo risk

Medium

mandatory reporting
already in place

“esscel and gear atributes from other open sources Mo risk
Ciceanographic and metcorological data Mo risk
Movemems of fishing vesscls recorded at a fine resolution™MMS vessel position, High
direction and speed

Boarding and Inspection Reports High
Certified observer personnel Medium
Cernified inspection personnel High
Catch Documentation Scheme Medium
Port State Inspecticn Reports Medium
Violations and infringements, detailed High

241
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ICCAT REPORT 2010-2011 {1}

Annual mumber of active vessels, by gear type and flag miandatory reporting

already in place

Economic data [unassigned)

[Soecial data) [unassigned)

Fisheries intelligence-sharing information High

Weekly catch reports High

Caging declarations Medium

Tahle 2. Annotations on information types mentioned in Table 1.

Informarion Type Amnorarions

Ciperational level Collected on fishing vessel logbooks and by observers.

Catch Effort data

Compliance-related Excludes operational catch and effort data, biological data and vessel and gear

observer data attributes.

Biological data Biological data include size data, data on gender and maturity, genetic data,
data on hard pars such as otoliths, stomach contents, and isotopic M13/C14
data collected by observers, port samplers and other sources. “Biological data™
in this context docs not include information identifying the fishing vessel, for
cxample, which would otherwise alter its seourity classification.

Conventional tagping Conwentional tagging data include species, release and recapture positions,

data lengths and dates. “Tagging data™ in this context does not include information
tdentifying the fishing wvessel that recaptured the tagped tuna, for example,
which would otherwise alter its speurity classification.

Electronic tagging data  Detailed electronic tagging data include detailed records from pop-up or
archival tags such as date, time, depth, temperature, light intensity, cic.

[CCAT Record of Covers vessels authorized to fish in the WCCAT Convention arca alse covers

Wissels records of transport and other types of vessels

Wessel and gear Includes data collected by observers and port inspectors. Cowvers all vessels

attributes from other
SUTCES

(ic. includes wessels restricted to natonal jurisdiction—domestic flects)
Includes clectronic cquipment.

Oeeancgraphic and
metzorslogical data

“Oceanographic and meteorological data”™ in this context does not include
information identifving the fishing vessel that collected the information, for
cxample, which would otherwise alter its security classification.

Certified observer

If identified by individual then risk classification would be assigned to HIGH.

personmel

Certified inspection If identified by individual then risk classification would be aszigned to HIGH.

personnel

Wiolations and May cover individual wiolations and infringements pending investigation
infringements, detailed  and'or prosccution. Summarized information included in Biannual 1CCAT

Report from CPCs. Includes compliance information collected by observers.

Economic data

Insufficient information currently available to determine Risk Classification.

12



RULES & FROCEDURES; DATA COMPILED BY 1CCAT

Appendix 1 to ANNEX 6

Public Dvmain Data

The following tvpes of data are considered to be in the public domain;

y
&

)

4

&)
£)
7
)
9

Anmual catch estimates {Task 1) stratified by gear, flag and species for the ICCAT statistical arca;

The annual numbers of vessels active in the ICCAT Convention area stratified by gear type
and flag;

Catch and effort’data (Task IT) aggregated by gear type, flag, yvear'month and, for longline, 5° latitude and 5°
longitude, and, for surface gear tvpes, 1% latitude and 1° longitude — and made up of ohservations from a
minirmum of three vessels;

Biological data (if adequate time has passed to allow the scientists that organized for the collection of such
data to puiblish a paper analyzing it);

Conventional tagging data;

The ICCAT Records of Fishing Vessels;

Information on vessel and gear attributes;

Ay vessel record cstablished for the purpose of the Commission s VM5,

Cceanographic and meteorological data;

10) [Social daza].

Appendix 2 to ANNEX 6

Examples of Non-Pablic Domain Data

The following are examples of types of data considered to be Non-Public Domain:

1)
&)
3
4)

&)
&)
7
g
9

Ciperational level catch-effort data (detailed set-byv-set information)
Records of vessel unloading
Transshipment consignments by specics

[rata describing {at a fine resolution) the movement of vesscls including near- real dme Commission WS
data (vessel position, direction and speed)

Boarding and [nspection Reports

Certified inspection personmel

Rawr data from any Catch Documentation Scheme or Trade Documentation Scheme
Piort State Inspection Reposts

Wiclations and infringements, detailed

107 Economic data

117 Fisheries intellipence-sharing information

124 Detailed electronic tagging data

13) Dwata that reveal the individual activities of any vessel, company of person, including caging declarations

and weekly catch repors.
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Appendix 3 to ANNEX 6
Framework for Access to MNon-Fublic Domain Data

In accordance with the policies for data protection, security and confidentiality established by the
Commission's Information Security Policy (ISPl a Coatracting Party or non-Comracting Cooperating
Entity or Fishing Entity (CPC) shall have access to non-public domain data types covering describing the
activities of amy vessels:

a} coverng vesscls flying their flag in the ICCAT Convention area or;
bl covering any vessels fishing in waters under their national jurisdiction or;

¢} covering vessels applving to fish in their national waters, unloading in their ports or ransshipping fish
within waters under their national jurisdiction;

d) for the purpose of scicatific and other research, if the CPC that originally provided that data authorizes
the Commission to release them. In cases where a CPC elects o provide an ongoing authorization for
the release of such data, the CPC may at any time cancel this authorization by notifying the Secretanat
that it has reviscd its carlier decision.

For the purposes of compliance and enforcement activitics on the high seas, non-public domain data will be
made available subject to scparate rules and procedures for the access and dissemination of such data, that
the Commission will adopt for these purposes. WMS data will be made available for scientific purposes,
subject to these same separate mules and procedures.

In regard to paragragh 1:

a} CPCs shall provide a written reguest for access to such data to the Executive Sceretary, specifying the
purpose of the Convention by reference to the relevant article{s). In so doing, CPCs shall use the

Commizsion Data Reguest Form (Attachment 1 to Appendix 3 to ANNEX 6).

bl The CPC shall underake to only use such data for the purpose described in the written request. The
CPC shall also complete and sign the Commission Confidentiality Agreement (Attachment 2 to
Appendix 3 to ANNEX 6.

¢} The Executive Secretary shall not authorize the release of more data than is necessary o achieve the
purpose described in the written request.

The Executive Secretary shall not authorize access to non-public domain data by any CPC that has not
fulfilled its obligations to provide data to the Commission for two consecutive years until all such matters
are rectified. The Executive Scerctary also shall not awthorize access o0 a CPC whose authorized
representative failed to observe the Rules and Procedures for the Protection, Access to and Dissemination of
Data Compiled by the Commission until the CPC informe the Executive Secretary that appropriate actions
have bieen taken.

The Executive Secretary may attach conditions appropriate for the access to such data {such as that the data

e deleted upon achievement of the purpose for which it was released or by a pre-determined date, that a
register of persons accessing the data be maintained and furnished to the Commission upon reguest, ehe.)

Rieguests may be made for a standing authorization, such that CPCs may have multiple accesses to the
requested data for the same purpose as of the original written request.

Dissatisfaction with the Executive Secretary’s decisions in regard to access to non-public domain data by
CPCs ghall be resolved by the Chair of the Commission.
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RULES & PROCEDURES: DATA COMPILED BY ICCAT

Anachment | to Appendix 3 ro ANNEX &
Diata Request Form
[ata requested

The specification of data being requested should refer to the type of data and any parameters relevant to the
type of data, which may include, fmrer alia, the gear types, time periods, geographic arcas and fishing
nmations covered, and the level of stratification of each parameter.

{Insert the list of data sets hese)

Purposs

If non-public domain data are being reguested, the use of the data shall be authorized only for the purpose
described below.

{1f non-public domain data are being requested, insert the description of the purpose for which the data is
requested.)

Persons for whom access to the data is requested if non-public domain data are being requested, the name(s),
Job title(s) and affiliation(s) of the authonzed represcotative{s) for whom access to the data is being
requested shall be listed below; the wse of the non-public domain data shall be authorized only for the
porsonis] listed below.

{Insert the list of persons here)

Sign the Confidentiality Agrecment.

Antackment 2 ro Appendix 3 fo ANNEX &

Confidentiality Apreement

Confidentiality Agreement for the Dissemination of Non-Public Domain Data by the International Commission
for the Conscrvation of Atlantic Tunas {ICCAT).

Applicants named(s) and full contact details and signatures
Full name Instinution, address and

Contact details

Signamre and Date

Liwe agree to the following:

*

*

To abide by any conditions artached to use of the data by the Executive Sccretary;

That the data shall be wsed only for the purpose for which the data are being requested, be accessed only by
the individuals listed in Item 3 of the Data Request Form, and be destroved upon completion of the usage for
which the data are being requested:

To make no unauthorized copies of the data requested. If a copy of all, or part, of the data reguested s made
by the applicant, all copics, or part thereof, will be registered with the Executive Secretary and will be
destroyed upon completion of purpose for which the data was requested;

To abide by the Commission®s data security standards as specified in the Commission’s Information
Sccurity Policy and the Rules and Proccdures for Protection, Access w, and Dissemination of, Data
Compiled by the Commission;

That prior to the publication of any report of an analysis for which the requested data will be used, the report

zhall be provided to, and cleared by, the Executive Secrefary of the IOCAT, who shall ensure that no non-
public domain data will be published;

To provide copies of all published reports of the results of the work undertaken using the data released shall
e provided to the ICCAT Secretariat and to the relevant subsidiary body of ICCAT;
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Applicant(s) will not disclose, divalge, or transfer, cither directly or indirectly, the confidential information
to any third party without the written consent of the Executive Secretary;

Applicant(s) shall promptdy notify the Executive Secretary, in writing, of any unauthorized, negligent or
inadwertent disclosure of confidential information of the 1CCAT.

Applicant(s) assume all liability, if any, in respect of a breach of this Confidentiality Apreement, once the
data requested is released to the applicant(s).

Pursuant to paragraph 28 of the Rules and Procedures for the Protection, Access to, and Dissemination of,
Diata Compiled by the Commission, CPCis) shall not be granted access to non-public domain data until the
appropriate actions have been taken to account for any disclosure in vielation of the Agreement by the
applicant of, inter aliq, its affiliates, cmployees, attorneys, accountants, consultants, contractors, or other
advisers or agents; and.

Thar this Agrecment may be terminated by giving writicn notice to the other party.

Appendix 4 to ANNEX 6

Data that May be Disseminated to (Mher
Regional Fisheries Management C(hrganizations (RFMOks)

O perafional level data

L.

Operational-level tuna fisheries data may be disseminated to other regional fisherics management
organizations (RFMOs]), subject to the terms of the agreement specified in paragraph 29 of these Rules and
Procedures. Such data includes catch and effort ({including by-catch of mammals, turtles, sharks and
billfish}, observer, unloading, transshipment and port inspection data.

Apgrepated diata

2. Appregated catch and effort data may be disseminated to other RFMOs. Such data includes:

+*  [Data for long line pear aggregated by flag State by 5° latitwde and by 5° longitwde by month
+* [Data for surface gear (including purse seing) ageregated by flag State by 1° latdwde and by 1° degree
longitude by month

*  Agorepated observer data (made up of observations from a minimum of three vessels).

Chiher data

3.

Monitoring, control, surveillance, inspection and enforcement data may be disseminated to other RFMOs,
Such data includes:

*  The names and other markings of "Vessels of Interest’ to each organization;

*  Transshipment verification reports fior vessels transshipping in the Convention area of one RFMO but
which have fished within the Convention area of the other.
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APPENDIX C: 10TC Resolution 12/02: Data Confidentiality Policy and Procedures
RESOLUTION 12/02
DATA CONFIDENTIALITY POLICY AND PROCEDURES

The Indian Ocean Tuna Commission (10TC),

RECOGNIZING the need for confidentiality at the commercial and crganizational levels for data submitted to the
I0OTC.

CONSIDERING the provisions set forth in Resclution 10/02 mandalory statistical requirements for 10TC Members
and Cooperating non-Contracting Partigs (CPCS),

CONSIDERING the provisions set forth in Resolution 11/04 on & régional observer schems,

ADOPTS in accordance with paragraph 1 of Article I¥X of the IOTC Agreement, that:

1. The following policy and procedures on confidentiality of data will apply:

DATASUBMITTED TO THE SECRETARIAT

2 The policy for releasing catch-and-effort, length-frequency and observer data will be as follows:
Standard stratification

a) Catch-and-effort and length-frequency data grouped by 3° longitude by 5° latitude by month for longline
and 1° longitude by 17 latitude by month for surface fisheries stratified by fishing nation are considered to
be in the public domain, provided that the catch of no individual vessel can be identified within a
time/area stratum. In cases when an individual vessel can be identified, the data will be aggregated by
time, area ot flag to preclude such identification, and will then be in the public domain.

Finar level stratification

b) Catch-and-effort and length-frequency data grouped at a finer level of time-area stratification will only be
released with written anthorisation from the sources of the data. Each data release will require the specific
permissicn of the IOTC Executive Secretary.

c) Observer data grouped by 1° longitude by 17 latitude for surface fisheries and by 37 longitude by 3°
latitude for longline, stratified by month and by fishing nation are considered to be in the public domain,
provided that the activities /catch of no individuoal vessel can be identified within a time/area stratum.

d) A Working Party will specify the reasons for which the data are required.

e) Individuals requesting the data are required to provide a description of the research project, including the
objectives, methodology and intentions for publication. Prior to publication, the manuscript should be
cleared by the JOTC Executive Secretary. The data are released only for use in the specified research
project and the data must be destroyed wpon completion of the project. However, with authonisation from
the sources of the data, catch-and-effort and length-frequency data may be released for long-term usage
for research purposes, and in such cases the data need not be destroyed.

f)y The identity of individual vessels will be hidden in fine-level data vnless the individual requesting this

information can justify its necessity.

Both Working Parties and individuals sting data shall vide a report of the results of the research
g requesiung pro Tep
project to the IOTC for subsequent forwarding to the sources of the data.



3 The policy for releasing tagging data will be as follows:

a)

Detailed tagging and recovery data are considered to be in the public domain, with the exception of any
vessel names or identifiers and detailed information about the person who recovered the tag (name and
address), however, requests for tagging data should be made to the I0TC Executive Secretary through the
application form provided at Annex |.

PROCEDURES FOR THE SAFEGUARD OF RECORDS

4. Procedures for safeguarding records and databases will be as follows:

)

b)

Access to logbook-level information or detailed observer data will be restricted to I0TC stafl requiring
these records for their official duties. Each staff member having access to these records will be required to
sign an attestation recognising the restrictions on the use and disclosure of the information,

Logbook and observer records will be kept locked, under the specific responsibility of the Data Manager.
These sheets will only be released to authorised I0TC personnel for the purpose of data input, editing or
verification. Copies of these records will be authorised only for legitimate purposes and will be subjected
to the same restrictions on access and storage as the onginals.

Databases will be encrypted to preclude aceess by unauthorised persons. Full access to the database will
be restricted to the Data Manager and to senjor IOTC staff requiring access to these data for official
purposes, under the authority of the IOTC Executive Secretary. Staff entrusted with data input, editing and
verification will be provided with access to those functions and data sets required for their work

DATASUBMITTED TO WORKING PARTIES AND THE SCIENTIFIC COMMITTEE

5. Diata submitted to Working Parties and the Scientific Committee will be retained by the Sceretariat or made
available for other analyses only with the permission of the source.

6. The above rules of confidentiality will apply to all members of Working Parties and the Scientific Committee.

7. This Resolution supersedes Resolution 98/02 Data Confidentiality Policy and Procedures.
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APPENDIX D: WCPFC Data Confidentiality Rules and Procedures

'W{:smrn and
Central Pacific
e

Fisheries
e ™=~ Commission

Rules and Procedures for the Protection, Access to, and Dissemination of Data Compiled
by the Commission’

The scope of these Rules and Procedures 1s data and information held by the WCPFC
Commuission or Secretanat, and by service providers or contractors acting on their behalf

1. Basic principles relating to the dissemination of data by the WCPFC

1. Data and information held by the WCPFC Commission or Secretariat, and by service
providers or contractors acting on their behalf. shall only be released in accordance with these
Rules and Procedures; which reflect the policies of confidentiality and security determined by
the Commussion.

2. Data may be dissenunated if the CCM providing the data to the WCPFC authorizes its
release.
3. Persons duly authorised by the Executive Director within the WCPFC secretaniat and

service providers, who have read and signed the Commission’s confidentiality protocol, shall
have access to the data necessary to perform their WCPFC duties.

4. Officers of the Commuission and its subsidiary bodies shall have access to the data
necessary to perform their WCPFC duties.

5. CCMs shall have access to data to serve the purposes of the Convention, including data:

(a) covening vessels flying their flag in the WCPFC Convention Area

(b) covering any vessels fishing 1n waters under their junisdiction

(c) covering vessels applying to fish i their national waters, unloading i their ports or
transhipping fish within waters under their jurisdiction

(d) for the purpose of compliance and enforcement activities on the high seas.
consistent with the Conwvention and the Conservation and Management Measures
and other relevant decisions adopted by the Commission, subject to the mles and

procedures for access and dissemination of such data that the Commaission will
adopt under paragraph 23

(e) for the purpose of scientific and other research. if the CCM that onginally provided
that data authorises the Commission to release them. In cases where a CCM elects
to provide an ongoing authorisation for the release of such data, the CCM may at

L As refined and adopted at the Fourth Repular Session of the Commission Tumon, Guam TUSA  2-7 December
2007.
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any tume cancel this authonsation by notifying the Secretaniat that 1t has revised its
earlier decision.
6. To the greatest extent practical, the WCPFC Commussion. Secretaniat and their service
providers, should disseminate data 1n a ttmely manner.
2. Risk classification and definition of confidentialitv
7. Data covered by these Rules and Procedures will be classified 1n accordance with the nsk

classification methodology included in the Commission’s Information Security Policy (ISP).
which reflects inter alia the damage that would be done to the operations or creditability of the

Commussion as a consequence of the unauthomzed disclosure or meodification of such
information. The classification 1s attached as Table 1.

8. Data covered by these Rules and Procedures were determuned to be either public domain
or non-public domain data in accordance with the definition of confidentiality established in the
Commission’s ISP.

3. Dissemination of Public Domain Data

9. Data mn the public domain shall not reveal the individual activiies of any wvessel
company of person and shall not contain private information. Catch and Effort data in the public
domain shall be made up of observations from a mimimum of three vessels.

10.  Annual catch estimates and aggregated catch and effort data that can be used to identify
the activities of any vessel, company or person are not m the public domain.

11. Except for data as described 1n Paragraphs 9 and 10, the types of data listed in Appendix
1 have been designated to be Public Domain data.

12.  Public Domain data shall be available to any persons for (a) downloading from the
Commussion’s website and/or (b) release by the Commussion on request.

13.  The website should contain a statement describing the conditions associated with the
viewing or downloading of Public Domain Data (for example. that the source of the data must be

acknowledged), and should require the person requesting the data to “Accept” these conditions
before viewing / downloading can begin.

4. Dissemination of Non-Public Domain Data

4.1 Definition of Non-Public Demain Data

14.  Subject to the decisions of the Commission, all types of data not described in paragraph
11 shall be referred to as Non-Public Domain data.

15. A list of examples of Non-Public Domain data can be found in Appendix 2.

4.2 General rules for dissemination of, and access to, Non-Public Domain data

16.  Access to and dissemunation of Non-Public Domain data shall be authonsed in

accordance with these Rules and Procedures and the policies of confidentiality and security
established in the Commission’s ISP.

20



17. The WCPFC Secretaniat shall log and report to the Commmssion all access and
dissemination of Non-Public Domain data, mcluding the name and affiliation of the person. the
type of data accessed or dissemunated, the purpose for which the data were requested. the date
when the data were requested, the date when the data were released and authorizations that may
have been required.

4.3 Access to Non-Public Domain data by the Staff of the Secretariat, the WCPFC Service
Providers, and Officers of the Commission and its Subsidiary Bodies

18. Persons duly authorised by the Executive Director, within the WCPFC secretaniat and
service providers, including scientific experts engaged under Article 13 of the Convention, shall
have access to the data necessary to perform their WCPFC duties. Officers of the Commussion
and 1ts subsidiary bodies shall have access to the data necessary to perform their WCPFC duties.
All such persons shall sign a Confidentiality Agreement with the Executive Director and
maintain the data secunty standards of the Commmssion m respect of data to which they have
access. The Executive Director shall maintain a Register of all such persons (including the
purpose for which they require access to the data) and make the Register available to a CCM on
written request.

4.4 Access to Non-Public Domain data by CCMs

19. CCMs shall have access to Non-Public Domain data to serve the purposes of the
Convention, mncluding data:

(a) covering vessels flying their flag 1n the WCPFC Convention Area
(b) covering any vessels fishing in waters under their junisdiction

(¢) covering vessels applying to fish m their national waters, unloading in their ports or
transhipping fish within waters under their junisdiction
(d) for the purpose of scientific and other research, if the CCM that origmally provided
that data authorises the Commission to release them. In cases where a CCM elects
to provide an ongoing authonsation for the release of such data, the CCM may at
any time cancel this authorisation by notifying the Secretariat that it has revised its
earlier decision.
20. CCMs shall notify the Secretanat of a small number of representatives (preferably only
2) authorised to receive Non-Public Domain data. Such notification will include name.
affiliation, and contact information (e.g telephone, facsimile, email address). The WCPFC
Secretariat will mamtain a list of such authonzed representatives. CCMs and the Secretanat shall
ensure the list of CCM representatives is kept up to date and made available.

21. The authonized representative(s) of the CCMs are responsible for ensunng the
confidentiality and security of the Non-Public Domam data according to its risk classification
and i a manner consistent with security standards established by the Commission for the
WCPFC Secretariat.

22. The Non-Public Domain data descnbed m paragraph 19 will be made available by the
Secretanat to authorised representatives of the CCMs for release by the Commuission on request
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and. where appropniate, downloading from the Commussion’s website in accordance with the
Commuission’s ISP.

23, For the purpose of compliance and enforcement activities on the high seas, Non-Public
Domain data will be made available subject to separate rules and procedures for the access and
dissenunation of such data, that the Commussion will adopt for these purposes.

24, VMS data will be made available for scientific purposes, subject to the separate rules and
procedures referred to m paragraph 23 above.

25.  Access to Non-Public Domamn data by CCMs shall be adnumstered by the Executive
Director on the basis of these Rules and Procedures and the Framework at Appendix 3.

26. The Executive Director will implement the Framework and authonze access to and
dissemunation of Non-Public Domain data.

27.  Unless otherwise decided by the Member or CCM responsible for its external affairs.
Participating Territories shall have the same access rights to data as CCMs.

28. A CCM that has not fulfilled its obligations to provide data to the Commission for two
consecutive years shall not be granted access to Non-Public Domain data until all such matters
are rectified. A CCM whose representative, authonzed m accordance with paragraphs 20 and 21
above, failed to observe the rules stipulated in these Rules and Procedures shall not be granted
access to Non-Public Domain data until the appropnate actions have been taken.

4.5 Exchange af data with other regional fisheries management organisations

29 If the Comnussion enters mto agreements for the exchange of data with other regional
fisheries management orgamsations (RFMOs), such agreements must include requirements that
the other RFMO provides equivalent data on a reciprocal basis and maintamns the data provided
to them in a manner consistent with the security standards established by the Commission. The
data which may be exchanged 1s specified 1n Appendix 4. At each annual session the Executive
Director will provide copies of data exchange agreements that exist with other RFMOs and a
summary of the data exchanges that occurred dunng the previous 12 months under such
agreements. For the purposes of these Rules and Procedures, the following organisations will be
treated as bemg equivalent to a RFMO:

. International Scientific Commuttee (ISC)
. Secretariat of the Pacific Community (SPC)

4.6 Disseminations of Non-Public Domain data in other circumstances

30.  Non-Public Domain data will be made available by the Secretariat to any persons’ if the
CCM that ongmnally provided that data authorises the Commussion to release them. In cases
where a CCM elects to provide an ongoing authorisation for the release of such data, the CCM
may at any time cancel this authorisation by notifymg the Secretanat that 1t has revised 1ts earlier
decision. Unless otherwise requested by the provider of the data:

2 Inchding wniversities, researchers, NGOs, media, consultants, industry, federations, etc
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(a) Persons that request Non-Public Domain data shall complete and sign the Data
Request Form and sign the Confidentiality Agreement and provide them to the
Commission in advance of obtaiming access to said data.

(b) The Data Request Form and Confidentiality Agreement shall then be forwarded to
the CCM that ongmally provided the requested data and the provider shall be
requested to authonise the Commission to release the data.

(c) Such persons shall also agree to maintain the data requested 1 a manner consistent
with the security standards established by the Commission for the WCPFC
Secretanat.

31. CCMs that have provided Non-Public Domain data to the Commission shall notify the
Secretaniat regarding their representatives with the authonty to authonse the release of Non-
Public Domain data by the Commussion. Decisions whether to authorise the release of such data
shall be made in a timely manner.

4.7 Force majeure

32. The Executive Director may authonise the release of Non-Public Domain data to rescue
agencies in cases of force majeure m which the safety of life at sea 1s at nisk.

5. Periodic Review

33. The Commuission or its subsidiary bodies will peniodically review these Rules and
Procedures, and subsidiary documents. and the rules and procedures referred to in paragraphs 23
and 24 above, and amend these if necessary.

6. Final Clause

34.  These Rules and Procedures do not prevent a CCM from authonizing the release of any
data 1t has provided to the WCPFC.
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Table 1. Types of information and confidentiality classification.

Information tvpe Risk
classification

Operational level Catch Effort data High
Annual catch estimates stratified by gear/flag and species for the Lowest
WCPFC Statistical Area.
Annual catch estimates stratified by gear/flag. EEZ and species. Lowest
Aggregated catch and effort data stratified by gear/year/month, 5x5 Low
(LL) or 1x1 (surface), and flag.
Records of vessel unloading Medium
Transhipment consignments by species Medium
[Biological data (if adequate time has passed to allow the scientists Lowest
that organised the for collection of such data to publish a paper
analysing 1t)]
Tagging data Lowest
WCPFC Record of Fishing Vessels (Authonization to fish/Vessel Lowest
Record)
Vessel and gear attributes from other open sources Lowest
Any vessel record established for the purpose of the Commussion’s Lowest
VMS
Oceanographic and meteorological data Lowest
Movements of fishing vessels recorded at a fine resolution / VMS High
Vessel position, direction and speed
Boarding and Inspection Reports High
Certified observer personnel Medium
Certified inspection personnel High
Catch Documentation Scheme / Trade Documentation Scheme Medium
Port State Inspection Reports Medium
Violations and infringements, detailed High
Annual number of active vessels, by gear type and flag Lowest
Economuc data [unassigned]
[Social data] [unassigned]
Fisheries intelligence-sharing mformation High
Part 2 of the Annual Report to the Commission by CCMs Low
Part 1 of the Annual Report to the Commuission by CCMs Lowest
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The secunty controls implemented by the Commuission will reflect the classifications given to
each information type. Where categories within an information type cover two classifications,
the higher has been used. If a data type covers more than one row then the higher msk
classification would apply.



Table 2. Annotations on information types mentioned in Table 1.

Information Tvype Annotations

Operational level Collected on fishing vessel logbooks and by observers.

Catch Effort data

Compliance-related Excludes operational catch and effort data, biological data

observer data and vessel and gear attributes.

Biological data Biological data include size data, data on gender and
maturity, genetic data, data on hard parts such as otoliths,
stomach contents. and 1sotopic N15/C14 data collected by
observers, port samplers and other sources. “Biological
data™ in this context does not mnclude mnformation
identifying the fishing vessel, for example which would
otherwise alter 1ts secunty classification.

Tagging data Tagging data include species. release and recapture

positions. lengths and dates. “Tagging data™ m this context
does not include information 1dentifying the fishing vessel
that recaptured the tagged tuna. for example, which would
otherwise alter 1ts secunty classification.

WCPFC Record of
Fishing

Vessels (Authonization to fish/Vessel Record) Covers
vessels fishing i the WCPFC Convention area outside of
waters under their national junisdiction.

Vessel and gear
attributes from other
SOUICES

Includes data collected by observers and port inspectors.
Covers all vessels (1.e. includes vessels restricted to national
jurisdiction — domestic fleets) Includes electronic
equipment.

Oceanographic and
meteorological data

“Oceanographic and meteorological data™ in this context
does not include information 1dentifying the fishing vessel
that collected the information, for example. which would
otherwise alter 1ts secunty classification.

Certified observer If identified by indrvidual then Risk Classification would be
personnel assigned to HIGH.
Certified inspection If identified by individual then Risk Classification would be
personnel assigned to HIGH.
Violations and May cover Individual Violations and mfringements pending

infringements, detailed

investigation and/or prosecution. Summansed mnformation
included in Annual WCPFC TCC Report from CCMs.
Includes compliance mformation collected by observers.

Economuc data

Insufficient information currently available to determine
Rask Classification.
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Appendix 1

Public Domain data

The following types of data are considered to be in the public domain:

1)

2)

3)

4)

5)

6)
7)
8)
9)
10)
11)
12)

annual catch estimates stratified by gear, flag and species for the WCPFC Statistical Area:

annual catch estimates stratified by gear. flag. species. and waters under the junisdiction of
CCMs and the high seas in the WCPFC Statistical Area:

the annual numbers of vessels active in the WCPFC Statistical Area stratified by gear type
and flag;

catch and effort data aggregated by gear type. flag, year/month and, for longline, 5° latitude
and 5° longitude, and, for surface gear types, 1° latitude and 1° longitude — and made up of
observations from a mumimum of three vessels;

[biological data (if adequate time has passed to allow the scientists that organised for the
collection of such data to publish a paper analysing it}];

tagging data;

the WCPFC Record of Fishing Vessels;

[information on vessel and gear attnbutes compiled from other sources];
any vessel record established for the purpose of the Commission’s VMS;
oceanographic and meteorological data;

[social data]; and

Part 1 of the Annual Report to the Commission by CCMs.

In regard to paragraphs 1. 2, 3 and 4 above - data descnibing vessels based 1n a ternitory of the
State in which they are flagged may be stratified (or aggregated) by the name of the terntory.



Appendix 2

Examples of Non-Public Domain data

The following are examples of types of data considered to be Non-Public Domain:

1)

5)
6)
7)
8)
9)
10)
11)
12)
13)
14)

Operational level Catch Effort data
Records of vessel unloading
Transhipment consignments by species

Data describing (at a fine resolution) the movement of vessels including near- real time
Commussion VMS data (Vessel position, direction and speed)

Boarding and Inspection Reports

Regional Observer Programme observer reports, and lists of certified observer personnel
Certified inspection personnel

Raw data from any Catch Documentation Scheme or Trade Documentation Scheme
Port State Inspection Reports

Violations and infringements, detailed

Economuc data

Fisheries intelligence-sharing information

Part 2 of the Anmual Report to the Commussion by CCMs

Data that reveals the individual activities of any vessel, company or person
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Appendix 3

Western and

Central Pacific
* Fisheries
Commission

FRAMEWORK FOR ACCESS TO NON-PUBLIC DOMAIN DATA

1. In accordance with the policies for data protection, secunty and confidentiality
established by the Commuission’s Information Security Policy (ISP), a member, cooperating non-
member or participating territory (CCM) shall have access to non-public domain data types
covering describing the activities of any vessels:

(a) covering vessels flying their flag in the WCPFC Convention Area or;

(b) covering any vessels fishing in waters under their national jurisdiction or;

(c) covering vessels applying to fish mn their national waters. unloading in their ports or
transshipping fish within waters under their national jurisdiction;

(d) for the purpose of scientific and other research, 1f the CCM that onginally provided
that data authorises the Commission to release them. In cases where a CCM elects
to provide an ongoing authonisation for the release of such data, the CCM may at
any time cancel this authorisation by notifying the Secretariat that it has revised its
earlier decision.

2. For the purposes of compliance and enforcement activities on the high seas, non-public
domain data will be made available subject to separate rules and procedures for the access and

dissemunation of such data, that the Commuission will adopt for these purposes. VMS data wall
be made available for scientific purposes. subject to these same separate rules and procedures.

3. In regard to paragraph 1:

a) CCMs shall provide a written request for access to such data to the Executive
Director, specifying the purpose of the Convention by reference to the relevant article(s).
In so domg, CCMs shall use the Commuission Data Request Form (Annex 1).

b) The CCM shall undertake to only use such data for the purpose described in the
written request. The CCM shall also complete and sign the Commussion Confidentiality
Agreement (Annex 2).
c) The Executive Director shall not authonze the release of more data than 1s
necessary to achieve the purpose described 1n the wnitten request.
4. The Executive Director shall not authorize access to non-public domain data by any
CCM that has not fulfilled its obligations to provide data to the Commuission for two consecutive

years until all such matters are rectified. The Executive Director also shall not authonize access
to a CCM whose authonized representative failed to observe the Rules and Procedures for the
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Protection, Access to and Dissemination of Data Compiled by the Commission until the CCM
informs the Executive Director that appropniate actions have been taken.

5. The Executive Director may attach conditions appropniate for the access to such data
(such as that the data be deleted upon achievement of the purpose for which 1t was released or by
a pre-determined date, that a register of persons accessing the data be maintained and furmished
to the Commission upon request, etc.)

6. Requests may be made for a standing authonzation, such that CCMs may have multiple
accesses to the requested data for the same purpose as of the onginal written request.

4. Dissatisfaction with the Executive Director’s decisions in regard to access to non-public
domain data by CCMs shall be resolved by the Chair of the Commission.
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Annex 1 of Appendix 3

Western and
Central Pacific
. Fisheries

Commissian

DATA REQUEST FORM

1. Data Requested

The specification of data being requested should refer to the fype of data and any
parameters relevant to the fype of data, which may include, infer alia, the gear fypes,
time periods, geographic areas and fishing nations covered, and the level of
stratification of each parameter.

[Insert the list of data sets here|

2. Purpose

If non-public domain data are being requested, the use of the data shall be authorised
only for the purpose described below.

[If non-public domain data are being requested, insert the description of the purpose
for which the data 1s requested]

3. Persons for Whom Access to the Data is Requested

If nom-public domain data are being requested, the name(s), job ftitle(s) and
affiliation(s) of the authorized representative(s) for whom access to the data is being
requested shall be listed below; the use of the non-public domain data shall be
authorised only for the person(s) listed below.

[Insert the list of persons here]

» sign the Confidentiality Agreement.
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Annex 2 of Appendix 3

Western and

Central Pacifie
Fisheries
Commission

CONTIDENTIALITY AGREEMENT

Confidenrtiality Agreement for the Dissemination of Non-Public Domain Data by
the Western and Ceniral Pacific Fisheries Commission

Applicanis name(s) and full contact details and signatures

Full name Imstitntion, address and Signature and Date
confact defails

Irwe agree to the following:

To abide by any conditions affached fo use of the data by the Executive Director;

That the data shall be used only for the purpose for which the data are being
reguested, be accessed only by the individuals listed in Iftem 3 of the Data Reguest
Form, and be desiroyed upon completfion of the usage for which the datfa are being

reguasied);

To make no unauthorized copies of the data requested. If a copy of all, or part, of
the data reguested is made by the applicani, all copies, or part thereof, will be
registered with the Executive Director and will be destroved upon completion of
purpose for which the data was requested;

To abide by the Commission’s dafa securify standards as specifiead in the
Commission’s Information Security Policy and the Rules and Procedures for
Protection, Access to, and Dissemination of, Data Compiled by the Commission;

That prior to the publication of any reporf of an analysis for which the requesied
data will be used, the report shall be provided to, and cleared by, the Executive
Director of the Western and Central Pacific Fisheries Commission, who shall
ensure that ne non-public domain data will be published;

To provide copies of all published reports of the results af the work undertaken
using the data released shall be provided to the WCPFC Secretariat and to the
relevant subsidiary body of the Western and Ceniral Pacific Fisheries
Commission,

Applicani(s) will not disclose, diviige, or fransfer, either directly or indirecily, the
confidential information to any third party without the written consent of the
Executive Director;
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Applicant(s) shall promptly notify the Executive Director, in writing, of any
unauthorized, negligent or inadvertent disclosure of confidential information of
the WCPFC.

Applicant(s) assume all liability, if amy, im respect of a breach of this
Confidentiality Agreement, once the data requested is released fo the applicant(s).

Pursuant to paragraph 28 of the Rules and Procedures for the Protection, Access
to, and Dissemination of, Data Compiled by the Commission, CCM{s) shall not be
granted access to non-public domain data uniil the appropriate actions have been
faken fo account for any disclosure in violation of the Agreement by the applicant
or, inter alia, its affiliates, employees, attorneys, accounfants, consultants,
contractors, or other advisers or agenis; and.

That this Agreement may be fterminated by giving written notice fo the other pariy.



Appendix 4

Data that may be disseminated to other regional fisheries management
organisations

Operational level data

1 Operational-level tuna fishenies data may be dissemunated to other regional
fisheries management orgamsations (RFMOs), subject to the terms of the agreement
specified in paragraph 29 of these Rules and Procedures. Such data includes catch
and effort (including by-catch of mammals, turtles, sharks and billfish), observer,
unloading, transhipment and port inspection data.

Aggregated data

2 Apggregated catch and effort data may be dissemunated to other RFMOs. Such
data includes:
. Data for long line gear aggregated by flag State by 5° latitude and by 5°
longitude by month
. Data for surface gear (including purse seine) aggregated by flag State
by 17 latitude and by 1° degree longitude by month
. Aggrepated observer data (made up of observations from a nuninum
of three vessels).

Other data

3 Momtoring, control, surveillance, inspection and enforcement data may be
disseminated to other RFMOs. Such data includes:
. The names and other markings of “Vessels Of Interest” to each
organization;
* Transhipment verification reports for vessels franshipping in the
Convention Area of one RFMO but which have fished within the
Convention Area of the other.
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